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Introduction
IT runs the world.
One of the undeniable facts of life in the 21st century is that IT systems have become
synonymous with almost all aspects of our lives, from personal communication or business
correspondence, to photos from your latest vacation or confidential corporate data, the use
of digital systems for the storage, management and proliferation of information has become
truly ubiquitous.
In fact, information technology has made our lives so very simple that we do not think
twice about sharing sensitive information with contacts over digital or traditional channels.
Words such as encryption, passwords and data security have become part of our daily
vocabulary. Yet one of the most important facets that we still overlook when dealing with
information is its security.
What exactly is information? How is it different from data? The difference is subtle yet
extremely important. Let’s explain with an example:
Take today’s date, for instance. It is essentially a string of numbers that can mean anything
to anyone. But once we segregate its components into Month, Day and Year, then it
essentially becomes a temporal stamp. That is information.
That is the fundamental difference between data and information. Data is simply a raw fact
or figure that has no special connotations attached to it apart from the fact that it exists.
When that data is processed in the context of the real world, it becomes information.
If information is the currency of the present world order, InfoSec and IT are two sides of
the proverbial coin.
While IT is essentially the gamut of services that enables the digital proliferation of data
and information, Information Security (often called Infosec) deals more with the
safeguarding of information in all its forms. While the two are complimentary to each
other, strangely enough, a gap exists between the professionals from both fields.
It is natural that the two fields will often meet at crossroads to each other; however, the
actual conflict seems to be at a deeper level of understanding.
IT and InfoSec professionals often find themselves at opposite ends when it comes to
implementing complex business functions. While IT focuses more the smooth running of
everyday business operations and enabling the free flow of information across the
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organizational landscape, InfoSec professionals stress the protection of information in all
its forms.
Yet it is of utmost importance to the smooth functioning of the world’s information systems
that the two sets of wheels of the modern information vehicle work in tandem with each
other. If the gap between the two increases, the entire machine can come to a screeching
halt.
This eBook aims to resolve this dichotomy which exists between the two fields and bridge
the gap between them. In order to do so, we must delve deeper into the realms of InfoSec
and IT and understand the similarities and differences between the two. Only then can we
venture to reconcile the surface conflict that exists between them and thus enable them to
cooperate harmoniously on a deeper level.
So, let’s begin, and take a look at what IT and InfoSec actually are.

What Is InfoSec?
Let’s begin with the definition of InfoSec. Put simply, InfoSec can be defined as the set of
methods, processes and techniques that are employed to protect information in any form
from unauthorized access or use.
Now, this definition deals with a point of vital importance which must be explored further.
Information security deals with the protection of information in all its forms, from digital,
print or any other media available.
It is clear from the very definition of information security that it is not merely a function
that deals with the protection of information stored in digital systems but rather deals with
information that can exist in any format, electronic or traditional.
When looked at from a historical perspective, information security is a rather ancient
concept. Governments and military personnel have long recognized the need to protect
sensitive information from unauthorized access. As early as circa 50 B.C. Julius Caesar is
thought to have applied a form of cipher to protect information from being compromised in
transit.
As science and technology advanced, greater mathematical and procedural complexities
were introduced to enable greater protection of information in all its forms. With the
advent of digital technologies this has reached a new dimension with the introduction of
advanced encryption capabilities based on computer technology.
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InfoSec is not limited to only the digital realm. It also employs several regulations and
practices that aim to protect information assets in both tangible and intangible forms.
InfoSec involves a structured and targeted risk management protocol that incorporates one
or more of the following processes:
•
•
•

Identifying potential vulnerabilities, modes of attack and possible threats.
Assessing the impacts of said threats.
Deciding how to deal with the risks i.e. whether to avoid them, try to mitigate them,
or accept the effects.

Now that we know something of what information security is, we need to take a look at
some of the underlying principles that govern the practice of InfoSec. One of the foremost
items of interest in this regard is the CIA triad.

The CIA Triad
The CIA triad forms the core of the Infosec concept. Respectively representing
Confidentiality, Integrity and Availability, these are the three pillars on which the entire
foundation of InfoSec rests. Let’s take a look at each of them in detail.
Confidentiality
In InfoSec, this is the property that ensures that sensitive data is not disclosed to
unauthorized parties. Confidentiality is a part of information privacy that aims to protect
information from unwanted access by sources that would, wittingly or unwittingly, seek to
destabilize the entire structure on which the secrecy of information depends.
Confidentiality is a principle that not only applies to online but also to offline resources.
Examples of confidentiality in the realm of digital assets ensures employing proper
password practices, using the correct levels of encryption, and allowing access to sensitive
information according to the access level of the person in question.
Furthermore, confidentiality may also involve physical aspects such as keeping important
data items under lock and key and restricting access to parts of the organization only to
those stakeholders that are required to access them. In short, confidentiality operates upon
the concept of need-to-know, that is, you should know only as much as you need to, nothing
more and nothing less.
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Integrity
In the world of InfoSec, integrity refers to the act of ensuring the accuracy and correctness
of data and information over its entire lifetime. This means guaranteeing that data should
not be accessed, viewed, modified or otherwise interfered with in any unauthorized
manner.
Availability
Availability is the last but one of the most important aspects of a successful InfoSec policy.
It states that over and above ensuring the confidentiality and integrity, the data should be
available to the authorized personnel as and when it is required. Without availability, the
information is rendered effectively useless.
A successful InfoSec policy should guarantee that the above three principles are
implemented in a sound and consistent manner. In order to do so, a proper security
framework according to established guidelines must be maintained by the organization in
question. Often, it is best to seek the help of professional consultants who can guide you in
developing a proper InfoSec policy for your business.
We have gained the understanding that information security is all about protecting an
organization’s information assets from the various threats that seek to compromise the
confidentiality, integrity and availability of information critical to the proper functioning of
the business. Let’s now look at some of the common threats InfoSec professionals may
encounter:

InfoSec Threat Classification
Before classification of the common InfoSec threats, won’t it be prudent to understand
what exactly constitutes a threat?
In a nutshell, a security threat is an act by a malicious player that aims to compromise the
information systems of an organization with the aim of disrupting the day-to-day
operations of the business.
As technology evolves, the nature of threats that target information systems is morphing
by the moment; and the more dangerous fact is that such threats need not always come
from outside the organization.
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The following are some common threats that may affect the security of an organization’s
information assets.
Insider Threats
These are threats that originate from inside the organization. One of the most dangerous
threats to look out for, insider threats take place when employees, business partners and
associated stakeholders themselves commit acts which lead to the compromise of
information security. Such acts may be intentional or unintentional.
For example, careless employees may unintentionally neglect to follow the information
security policies of an organization such as changing passwords periodically, maintaining
strong passwords and not clicking on phishing emails etc.
Acts of intentional security compromise may be committed by disgruntled employees or
associates who steal or modify critical business information, mostly with the objective of
monetary gain.
In order to mitigate insider threats, it is essential that an organization has a well-defined
InfoSec policy in place that complies with established regulations and standards. Often,
InfoSec manuals are very complex to understand and implement without professional help.
Malware
Malware refers to unwanted software that installs itself or is installed on a computer
system with the precise objective of either stealing or modifying and destroying
information. Malware such as viruses and worms can be devastating to an organization.
To protect from malware, the organization must ensure that all computer systems are up to
date, and that InfoSec policies are being diligently maintained by all levels of stakeholders.
Botnets
Botnets are networks of specially interconnected computing devices that serve the purpose
of a malicious actor. Botnets can be automated to remotely launch cyber-attacks such as
phishing emails or Distributed Denial of Service (DDoS) attacks.
Protecting against botnets always involves keeping all software and operating systems
patched, along with maintaining information hygiene. Botnet presence can be detected by
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monitoring network activity for unwanted data spikes and irregular patterns of bandwidth
usage. Also, employees should be regularly educated in the latest InfoSec practices.
Drive-by Attacks
These attacks occur when an user unwittingly visits a website that results in the download
of malware without the knowledge of the user. The specialty of drive-by attacks is that the
victim doesn’t have to click on a link or download anything for the malware to be installed.
Just visiting the infected website is enough to trigger the infection.
Drive-by attacks can be prevented by refraining from visiting unknown websites, using
antivirus shields and patching software bugs.
Phishing Attacks
Phishing attacks mostly take the form of fraudulent emails that purport to come from
legitimate sources such as friends, colleagues and acquaintances. Usually the user is misled
into clicking on a link or downloading an email attachment which is used to trick them into
revealing sensitive information.
A well-established security policy needs to be implemented across the entire organization
in order to protect against this kind of an attack. Stakeholders should be advised not to
interact with emails that appear to come from suspicious or unknown sources.
Ransomware
This is one of the most devastating yet rapidly growing information security attacks that is
spreading across the globe. Here attackers take complete control over the victim’s
computer system and lock them out of it, thus preventing access to all data and
information. This is typically done by encrypting the victim’s hard drive.
The victim is then forced to pay a significant amount of money to the perpetrators in the
form of digital currency. This is a serious InfoSec breach that has crippled computer
systems across the world in recent attacks such as WannaCry and NotPetya.
Protecting against ransomware can involve InfoSec policies such as regular updates; also,
refraining from unwanted downloads is another good rule to follow.
Advanced Persistent Threats
One of the most sophisticated attacks in the domain of InfoSec, Advanced Persistent
Threats (APTs) are long-term attacks that typically target large enterprises or even entire
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governments. In this, an unauthorized intruder manages to penetrate an information
system and remains undetected for extended periods of time, carrying out espionage
activities such as information gathering, network activity monitoring and related activities.
APTs do not aim to damage the system but remain in place silently for information
gathering purposes.
Unusual network activity and presence of suspicious files are key indicators of APTs. One of
the best cyber-measures to protect against APTs is the deployment of active firewalls that
regulate network activity to and from the organizational system.
Malvertising
Malvertising involves the penetration of legitimate advertising networks to inject malware
code that can result in harmful effects on a business’ computer system. One of the advanced
malware attacks, malvertising can be very difficult to protect against.
Social Engineering
Last but certainly not the least is social engineering. And unlike the above-mentioned
attacks which are mostly based on digital systems and their weaknesses, social engineering
seeks to exploit the weakest link in the information security chain: the end user.
Humans are notoriously error prone and make mistakes habitually. As a result, malicious
players may seek to hoodwink and manipulate unsuspecting victims into revealing
confidential information. This may then be used for fraudulent actions such as monetary
theft.
These are only some of the many threats that seek to upend the efforts of information
security professionals. With advanced technologies and ever-increasing complexity of
information systems, the task of InfoSec professionals is becoming more challenging by the
day.
We’ve been discussing InfoSec; it’s time to take a look at the other side of the information
coin: Information Technology

Information Technology
Information Technology (IT) refers to a broad range of digital technologies that are used
for the worldwide dissemination of information. This includes computer systems and
networks, the internet, the world-wide-web and also telephone networks and other
communication media.
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Therefore, it is clear from the definition itself that while IT is more of a technological
concept that deals primarily with the digital advancements that enable better exchange of
data and information, InfoSec looks at the problem of information dissemination from a
security perspective.
And herein lies the core conflict between the two.

Differences Between IT and InfoSec
We’ve already mentioned that IT and InfoSec should be processes that compliment rather
than oppose each other; yet the fact remains that there are certain basic differences
between the two. Now would be a good time to take a quick glimpse at them.
Priority Separation
The first, and perhaps the most important, difference between IT and InfoSec lies in the
priorities that the two processes are geared towards.
On the one hand, IT works to guarantee that all hardware, software and network
functionalities are being executed properly. In short, IT is a digital function.
InfoSec, on the other hand, works to ensure that these systems remain secure and safe from
unauthorized access so as to protect the information flowing through them.
User Focus
IT is more geared towards making the use of information systems simpler for users. This
often involves creating an ecosystem where security may be compromised at the cost of
ease-of-use.
InfoSec, however, prioritizes secure practices over usability.
End Objective
Finally, on the surface, the ultimate goal of the two processes are separate. While IT lays
stress on the continued availability of information systems within the specified budget and
while maintaining organizational goals, the main objective of InfoSec is to ensure that the
organization’s information, in all forms, is protected from malicious players.
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The Cause of Conflict
Therefore, from the above differences the fundamental purpose of IT systems and
professionals is to enable the free flow of information: whether across the globe or within
an organization. In endeavoring to achieve this, engineers and professionals involved with
IT focus more on ease of use and mass adoption capabilities in their systems. IT also lays
special emphasis on the proper functioning of associated hardware and software systems
to ensure information availability.
The one thing that must be clearly understood from our discussion is the fact that IT is
essentially a technological function that focuses on the tech-aspect of an information
system.
InfoSec, on the other hand, deals more with the aspect of protecting the information
sources from illicit access. In order to do so, it tries to create protective barriers around the
source of information. This naturally puts it at odds with the goals of the IT professionals
whose prime objective is enabling the easy access to information.
In doing so, InfoSec often finds itself at odds with the IT side of things. The goals and
objectives of the two disciplines appear to be contradictory to one another.
And this is from where the conflict arises.
So far, we’ve been talking extensively regarding information security and IT. Where then
does cybersecurity come in?

A Bit About Cybersecurity and InfoSec
It should be kept in mind that InfoSec is a broad umbrella term that encompasses
cybersecurity as well as IT functions InfoSec practices tend to focus not only on the digital
aspect of data safety but the physical aspects as well. As such, restricting physical access to
information remains one of the major deterrents against malicious actors.
Cybersecurity is a subset of InfoSec that focuses primarily on the digital side of things. For
instance, the security of the information on your office hard drive falls under the umbrella
of cybersecurity. This may be done with the help of adequate encryption, system level
password and access control.
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It must be mentioned at this juncture that cybersecurity also encompasses a significant
amount of IT participation; hence it can be said to be an overlapping function of both
disciplines.
InfoSec, however, goes a step further. InfoSec specialists may study the position of your
computer screen to determine whether it can be photographed with a telescopic camera at
a distance and screenshots taken of valuable on-screen information. This may lead them to
change the position of your monitor to protect it from prying eyes.
InfoSec is not limited only to cyber systems and business organizations. It can be used
wherever information is stored in any form: digital or physical. Libraries, datacenters and
even educational institutions need to have a well-defined information security policy in
place to safeguard their information assets.
To sum it up, we can safely state that while cybersecurity is more concerned with
protecting digital assets, information security takes a broader approach and encompasses a
greater number of parameters that have to be looked after and guarded.

The InfoSec Process
We hope it’s clear from the above discussion that implementing a proper InfoSec plan is
vital to the success of your organization. This not only enables you to deploy better
protection measures for your information assets but also helps in conforming to complex
regulatory and compliance issues.
The one issue that most organizations face when developing an InfoSec policy is the simple
matter of where to begin. InfoSec, by definition, is such a broad term that it seems almost
impossible to cover all aspects of the process. However, with a little bit of professional help,
your organization can easily work towards developing an impenetrable information
security policy.
Essentially, the development and maintenance of a solid information security program
involves three simple steps that are repeatable and updateable.
Step 1: Assess Existing Efforts
One of the first things that you should do in order to implement an InfoSec protocol is take
stock of any existing InfoSec measures that are currently being employed in your
organization. This is of vital importance as it will help you get a comprehensive idea about
what has been done so far, and where you need to do more.
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To do this properly, start by interacting with responsible employees and managers who can
help you identify the company’s current business objectives and how industry and
technological changes can affect your information security efforts. Tenured employees can
also help you to identify InfoSec issues that must be dealt urgently.
Once you have matched your business requirements with the InfoSec challenges and
opportunities, you can proceed to the next step and create an InfoSec framework for your
business.
Step 2: Create the Framework
Once you have successfully identified the existing measures, now it’s time to decide where
you can improve. This is crucial in the sense that it will help your organization’s InfoSec
efforts to be geared towards the future. It’s best if you seek professional help in this regard
as often internal biases make it difficult to spot the chinks in your own armor. An
independent authority can then go a long way towards augmenting your efforts.
Using the data collected you can put together the InfoSec policy that will best suit the needs
of your organization. Any pain points such as complex regulatory requirements and
compliance issues can be outsourced to experts who are experienced in these matters.
Step 3: Monitor, Report and Repeat
InfoSec is a continuous process in which all stakeholders must be proactively involved to
ensure that the machinery is up and running at all times. Constant vigilance is one of the
basic requirements of a sound InfoSec policy framework. Add to that regular reporting,
repeated assessments of ongoing efforts and a clear repeatable process, and you’ve got a
stellar InfoSec policy on your hands.

Gaps Between InfoSec and IT...
If there is even one thing that is clear from the discussion, it’s this: traditionally IT and
InfoSec have been considered separate functions. While InfoSec is seen more as a planning
process that aims to outline the security measures that must be taken in order to safeguard
information assets against unauthorized access, IT is considered as an engineering
discipline that looks after the well-functioning of a company’s digital assets.
This has led to the creation of a gap between the two departments and their respective
practitioners. IT pros may view InfoSec experts as people who are always trying to disrupt
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their daily operations by introducing ever new security requirements. Further, they may
consider InfoSec as impeding the smooth functioning of the organization’s IT
infrastructure.
InfoSec departments, too, might hold the IT people in contempt for being more devoted to
the regular running of the infrastructure as opposed to the security of the enterprise. This
naturally leads to feelings of mutual distrust that prohibits constructive conversation
between the two departments, resulting in a lack of synergistic communication that is
essential for the well-rounded operation of any business.
This is fundamentally a classic case of missing the forest for the trees. In this case the trees
are the individuals in two separate departments vying to establish their own work order
without realizing that at the core, they are all working towards the same goal: fulfillment of
organizational objectives.
In most large organizations, the IT and InfoSec departments tend to function as separate
teams; this is despite the reality that both are working towards and are responsible for the
same thing: ensuring that the company’s IT resources are well protected and functioning.
At times the tasks taken up by the two teams are at odds with each other, and this gives rise
to further differences. For example, the IT team might be pushing for a BYOD (Bring-YourOwn-Device) policy in order to reduce the load on the company infrastructure. This would
go starkly against the prime mandate of the InfoSec team which will naturally want to
restrict the use of personal and mobile devices for sharing and disseminating critical
business data.
Further conflicts can arise when the two teams report to separate authorities. For instance,
the IT team may be reporting to the CIO (Chief Information Officer) while the InfoSec team
reports to the CISO (Chief Information Security Officer). When such conflicts arise, it is the
duty of those higher up the organizational ladder to step in and take the lead in conflict
resolution.
As result of the above differences, it’s no wonder that IT and InfoSec don’t often see eye-toeye on shared matters, even though they work in close operational proximity to each other.
Perhaps herein lies the problem: the actual cause of conflict is not that their functions are
disparate but rather quite similar.
It must be kept in mind that a vehicle cannot advance when both of its wheels are turning
in opposite directions. Therefore, in order to ensure smooth and hurdle-free operation of
the enterprise, it is essential that the two departments under consideration must achieve
harmony.
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...and How to Reconcile The Two
Interestingly enough, experts suggest that to reconcile the differences and close the gaps
between IT and InfoSec, what is required is not more technological intervention but rather
a dash of the human connection. In trying to look at the specifics we often ignore the bigger
picture.
Therefore, the solution to the problem lies not in a hugely complex strategy, but rather
some simple practices and best rules-of-thumb which large organizations tend to forget in
the haste to address their daily deadlines. Some such practices are as explained below:
Look Ahead and Plan
One of the important and simplest things organizations can do is have an InfoSec policy
that considers inputs from the IT team. This is easier said than done, and often requires
help from external experts. However, it is essential to have a written policy in place that
simplifies the process of working together.
The two teams need to identify potential sources of conflict before they happen and put in
place protocols to handle differences of opinion. Preparing for scenarios such as IT audits
together can mean greater interaction and synergy between the two departments, leading
to better results for the organization.

Improve Visibility
In order to reduce tension between the two departments, introduce transparency into
change processes and workflows. If both departments have a clear idea about their own
responsibilities and boundaries, this can mean better collaboration. Once again, the
importance of constructive communication cannot be overlooked.
Educate Each Other
Learning never ends, nor should it. There’s always something to learn from everyone. Make
sure the two departments take time to understand each other’s issues and pain points.
Fostering a sense of partnership and understanding can go a long way towards cementing
the cracks which may have appeared.
Be Birds of A Feather
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As mentioned throughout this text, IT and InfoSec are two sides of the same coin. So,
spending a little time outside of work... maybe bonding over a drink can lead to better
performance at the workplace. After all, all work and no play can make anyone dull!
These are common-sense practices, to be sure, but they are nonetheless still effective.
Forgetting these simple steps can often result in well-meaning professionals falling into the
pit of departmental decoherence. By enabling the two disciplines and departments to work
closely together one can easily create a workplace where conflict gives way to consensus.

Final Thoughts
We realize this has been a long (though definitely interesting!) read. After all, good things
come in big packages, and InfoSec and IT are two of the biggest disciplines that modern
business revolves around. While it is clear that the two are but supporting functions of each
other, nevertheless, there still exists a certain sense of incongruity between the two. This is
not at all desirable for the well-functioning of any organization.
With a little bit of effort and professional assistance, however, these differences can be
easily overcome. By developing a mutual understanding of each other’s constraints and
priorities the two departments can work in synchrony to solve critical business problems.
While InfoSec should take time to realize the current IT ecosystem and work scenario, IT
should reciprocate by incorporating security concerns in all of its operations. In order to
successfully achieve this, it is of vital import to have a well-defined InfoSec policy in place
that can act as the guiding light in times of conflict.
Sadly, this is exactly where most organizations trip up. Complexities are inherent in InfoSec
policy development, and often it is difficult to create requirements that are understandable
by everyone. Trouble is that most organizations don’t understand the scope of the problem
they are facing.
Another important point to note is that even if there is a policy in place, it should be
assessed and audited periodically to ensure that it remains relevant and evolving with the
times. An InfoSec policy cannot be a static document that you write out once and forget;
rather it should be made a culture that is practiced by all stakeholders involved in the
organization.
If your organization has qualified personnel who can carry out the task of creating and
implementing an InfoSec policy, then you should always look to solve your problems inhouse. However, often it pays to have professional help. Experts who are well versed in the
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ins-and-outs of InfoSec policy implementation, enforcement and assessment can be
beneficial.
Professional help can enable your organization to avoid financial penalties and generate
instant reports whenever and however you need them. They can also enable automation of
internal audits and workflow assessments and implement built-in policies for security
controls.
They say misunderstanding is at the heart of every conflict, and this is doubly true in the
case of any gaps that may exist between InfoSec and IT. The current world scenario is
rapidly evolving into one where information assets are increasingly being threatened by
malicious agents both online and offline.
In such an environment it is essential that IT and InfoSec come together to create an
ecosystem that is conducive to the smooth operating of the business or organization. By
ensuring a clear understanding of each other’s problems, and working together to provide
the required solutions, IT and InfoSec can become the two partners that they were always
meant to become.
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